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FISHING 
&

 PHISHING



Phishing is the fraudulent attempt to obtain 
sensitive information or data, such as 

• Usernames
• passwords 
• credit card details or 
• other sensitive details, 

by impersonating oneself as a trustworthy entity in a 
digital communication





COMMON TYPES OF PHISHING





PHISHERS CAN TRICK US  MOSTLY THROUGH
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SIGNS OF EMAIL PHISHING
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Smishing
SMS - Phishing







WhatsApp - Phishing







HOW TO PREVENT?
•Don’ t open suspicious mails / SMS

•Don’t click on suspicious hyperlinks in the mails

•Don’t send any financial info through mails to anyone. 

      ( Account numbers, Usernames, Password..)



•Don’t click on Pop-up Ads.

•Use Spam filters. 

•Encrypt all sensitive company information

•Use Two – factor authentication

HOW TO PREVENT?





HOW TO RECOVER IF RESPONDED TO PHISHING?
•Change your Passwords

•  Contact the Organization that was spoofed

•Contact your card providers / 

   Study your transaction statements

•Don’t send any financial info through mails to anyone. 

      ( Account numbers, Usernames, Password..)



HOW TO RECOVER IF RESPONDED TO PHISHING?
•Don’t click on Pop-up Ads.

•Use Spam filters. 

•Scan your computer for any Malware. 

•Encrypt all sensitive company information

• Initiate the Cyber Crime to take actions by complaining 

   to them



Phishing-A Cyber Crime, the provisions of Information Technology Act, 2000

The phishing fraud is an online fraud in which the fraudster disguise 

themselves and use false and fraudulent websites of bank and other financial 

institutions, URL Links to deceive people into disclosing valuable 

personal data, later on which is used to swindle money from victim 

account. Thus, essentially it is a cyber crime and it attracts many penal 

provisions of the Information Technology Act, 2000 as amended in 2008 

adding some new provisions to deal with the phishing activity. 

LEGAL ACTS AGAINST PHISHING



The following Sections of the Information Technology Act, 2000 are applicable to the 
Phishing Activity:

Section 66: The account of the victim is compromised by the phisher which is not 
possible unless & until the fraudster fraudulently effects some changes by way of 
deletion or alteration of information/data electronically in the account of the 
victim residing in the bank server. Thus, this act is squarely covered and punishable 
u/s 66 IT Act.

Section 66A: The disguised email containing the fake link of the bank or 
organization is used to deceive or to mislead the recipient about the origin of such 
email and thus, it clearly attracts the provisions of Section 66A IT Act, 2000.

LEGAL ACTS AGAINST PHISHING



Section 66C: In the phishing email, the fraudster disguises himself as the real 

banker and uses the unique identifying feature of the bank or organization 

say Logo, trademark etc. and thus, clearly attracts the provision of Section 

66C IT Act, 2000.

Section 66D: The fraudsters through the use of the phishing email containing 

the link to the fake website of the bank or organizations personates the Bank 

or financial institutions to cheat upon the innocent persons, thus the 

offence under Section 66D too is attracted.

LEGAL ACTS AGAINST PHISHING



Thank you all for joining this 
webinar!


